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DCOM settings for computer-to-computer
communication between OPC servers and OPC clients

1. Introduction

Under OPC DA, the "dcomcnfg" service program is used for computer-to-computer communication be-
tween OPC clients and OPC servers.

This service program will look and behave differently depending on the operating system used (Windows
98 /2000 / XP / XP SP2). This document refers to Windows 2000 and Windows XP SP2. Aspects which
are relevant only to Windows XP SP2 are noted in the text.

DCOM permits only authenticated access between computers. We recommend registering the computers
in the same domain and specifying a user group (e.g., "OPC Users") for OPC communication on all com-
puters.

Note:
"dcomcnfg" affects the operating system at a very deep level. Faulty configura-
tion can cause the operating system to become unstable or cease functioning.

The settings specified here will decrease the security of your system.

As an alternative, you can use the Softing OPC Tunnel tool. No DCOM settings
are necessary with this. The last section briefly introduces this tool.

Note:

In certain circumstances, "dcomcnfg" may issue DCOM configuration warnings.
You will be asked whether you want to automatically correct discrepancies in
the DCOM configuration. This is not necessary for the settings described here.
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2. DCOM settings for system-wide security parameters

The following preferences should be set on the client computer and the server computer.
2.1. Start "dcomcnfg"”

- Log in with administrator rights
- Open the Windows start menu
- Select "Run”

- Enter "dcomcnfg”

- Click "OK"

Run 2 x|

- Type the name of a program, folder, document, ar
Internet resource, and Windows will open it for you,

Open: =]

(04 I Zancel | Browse. .. |

Image 1: "Run” dialogue in Microsoft Windows

i Component Services =101x|

@ File  Ackion  ‘iew  Window  Help ‘-lﬁ’lil

(7 Console Root My Computer < object{s)
E@ Component Services

E|---[“_j Compukers D D G D

ER ] Compter

& @ oy r oM+ DCOM Config  Distributed Running
B Event Viewer (Local) applications Transacti,..  Processes
[~ Services (Local)

Image 2: "dcomcnfg" start page
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2.2. Open the "My Computer Properties" dialogue

- Select "Console Root / Component Services / Computers / My Computer” in the tree view
- Open the context menu (right mouse button) =» Properties

My Computer Properties 7] x|

Default Piotocols | MSDTC | Default COM Secuity |
General | Options I Diefault Properties
WiADOPCT -=PPRO
|
D ezcription;

k. I Cancel Apply

Image 3: "My Computer Properties" start page
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2.3. Set "Default Properties"

- Select the "Default Properties" tab
- Enable Distributed COM on this computer
- Default Authentication Level: None
- Default Impersonation Level: Impersonate

My Computer Properties ﬂil

Default Protocol: | MSDTC | Defaul COM Secuity |
General I O ptions Default Properties

I ignable Diztributed COM on this computes

[” Enable COM Irtermet Services on this computer

— Default Digtributed COM Communication Properties

T he Authentication Level specifies securnity at the packet level.

Default Authentication Lewvel:

MHaone j

T he imperzonation level specifies whether applicatiohs can determine
who iz calling them, and whether the application can do operations
uzing the client's identity.

Default Impersonation Lewvel:
Impersonate j

Security far reference tracking can be provided if authentication iz used
and that the default imperzonation level is not anonymaows.

[T Erowvide additional security fon reference. racking

k. I Cancel Apply

Image 4: "Default Properties" tab

Note:

Default Authentication Level: Indicates when authentication should be carried
out (never, when connecting, for every packet, etc.)

Default Impersonation Level: Indicates whether applications can determine
who is calling them and carry out operations using the client's identity.
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2.4. Set "Default Protocols"

- Select the "Default Protocols" tab
- Check that "Connection-oriented TCP/IP" is in the first position

My Computer Properties ﬂil

General | Options I Default Properties I
Default Pratocals | MSDTC |  Default COM Securty

DCOM Protocols

o

Add Bemove fiove g | Mowve Down|  Properties...

D ezcription

The =t af netwark. protocaolz available to DCOM on this machine, The
ordering of the protocals reflects the prionty in which they will be used,
with the top pratocol having firgt prionity.

k. I Cancel Apply

Image 5: "Default Protocols" tab

Note:

Windows checks the protocols in the order in which they are displayed here. If
"Connection-oriented TCP/IP" is not in the first position, there will be delays. If
the time it takes to establish a connection is longer than the time allocated for
the server, the server will not be able to start.

A high number of DCOM protocols will lead to unnecessary delays if the con-
nection is broken. Unnecessary entries should therefore be deleted.
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2.5. Set "COM Security"

- Select the "COM Security" tab

- Click the "Access Permission: Edit Limits" button

- Add "ANONYMOUS LOGON?", "Everyone", "INTERACTIVE", "NETWORK" and "SYSTEM" as user
names (see note)

- Allow "Local Access" and "Remote Access" for these user names

- Click "OK"

Access Permission 7] ]

Security Limits |

Group of User hanes:

AMONYMOUS LOGOM
ﬁ Ewverone
€7 INTERACTIVE
€7 NETWORK
€7 SvSTEM
Add... | Bemove |
Permizzions for ANOMNYROUS
LOGOM Bflane Ceny
Local Access O
Remote Access O

k. I Caricel

Image 6: Setting "Access Permission”

Note:
If a desired group or user name does not appear in the selection window, it can
be added as follows:

- Click "Add"

- Click "Advanced"

- Click "Find Now"

- Mark "Group or user names" (multiple selections are possible by holding
down the "Ctrl" key)

- Click "OK"
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Note:

The "Everyone" user group contains all users (local and domain). You can also
create permissions for a group (e.g., "OPC Users") and add all OPC users to
this group. This group must then exist on the server computer and client com-
puter. Windows does not allow empty passwords for DCOM communication.

- Launch and Activation Permissions: Click "Edit Limits"

- Add "Everyone", "INTERACTIVE", "NETWORK" and "SYSTEM" as user names

- Allow "Local Launch", "Remote Launch", "Local Activation" and "Remote Activation" for these users
and the administrator

- Click "OK"

Launch Permission i |

Security Limnitz |

Group of user names:

Administrators P41ADOPCT -=PPR O \administrators)
ﬁ Evemone

€7 INTERACTIVE

€7 NETWORK.

€7 SvSTEM

Add... | Bemove |

Permizzionz for Administrators Al Deny

Local Launch
Remate Launch
Local Activation

K E E &
OoOo0Ooo

Remate Activation

k. I Canicel

Image 7: Setting "Launch Permission"

Copyright Softing AG, Feb 2007, DCOM-Settings-en.doc Seite 7/ 16



softino)

your connection to excellence

- Access Permission: Click "Edit Default"

- Add "Everyone", "INTERACTIVE", "NETWORK" and "SYSTEM" as user names
- Allow "Local Access" and "Remote Access" for these users and the administrator
- Click "OK"

- Launch and Activation Permissions: Click "Edit Default"

- Add "Everyone", "INTERACTIVE", "NETWORK" and "SYSTEM" as user names

- Allow "Local Launch", "Remote Launch", "Local Activation" and "Remote Activation" for these users
and the administrator

- Click "OK"

- "My Computer Properties" dialogue: Click "OK"
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3. DCOM settings for application-specific security parameters

Carry out the following steps for your OPC server and OPCenum.exe on the server computer.

3.1. Open the "Properties"” dialogue for an OPC server

- Start "DCOM Config" (see section 2 DCOM settings for system-wide security parameters)

- Select "Console Root / Component Services / Computers / My Computer / DCOM Config" in the
tree view

- Select DCOM server (right side)

- Open context menu (right mouse button) =» Properties

Softing OPC Toolbox Demo OPC DA Server Proj 7| x|

General | Ll:u:ati-:unl Securit_l,ll Enl:lpl:uintsl I-:Ientityl

— General properties of thiz DCOM application

Application Mame: Softing OPC Toolbox Demo OPC DA Server
Application [0 {2ERR5242-B238-1103-8420-0008C7 7307 75}

Application Type: Local Server

Authentication Lewvel:

Local Path: CAPROGRA>TNCOMMOM =145 ofting W OPCAS0

k. I Cancel Spply

Image 8: Application-specific start page for DCOM configuration
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3.2. Identity

- Select the "ldentity" tab
- Select "The interactive user"

Softing OPC Toolbox Demo OPC DA Server Prop 7| x|

Eenerall Ll:u:ati-:unl Securit_l,ll Endpoints  Identity

Which uzer account do pou want to uze to run thiz application’?

% The jnteractive user.

™ The Jaunching user.

= This user.
[ zer; I Browze, . |
Pazzword; I
[Canfirm pazswond: I

£ The system account [services only]!

k. I Cancel Apply

Image 9: Setting the identity

Note:

If an OPC server is running as a "service", the "interactive user" and "launching
user" lines will be grayed out. In this case, choose "This user" and enter a user
(preferably one from the "OPC Users" group) (see note in section 2, "DCOM
settings for system-wide security parameters")
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3.3. Set security preferences

- Select the "Security" tab

- Launch and Activation Permissions: Select "Use Default"
- Access Permissions: Select "Use Default"

- Configuration Permissions: Select "Customize" and click "Edit"

- Add "Everyone", "INTERACTIVE", "NETWORK" and "SYSTEM" as user names
- Allow "Full Control" and "Read" for these users and the administrator

- Click "OK"

Note:
In order to enable the "dcomcnfg" settings, the OPC server and OPC client must
be restarted.
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4. Activating guest access

This section is only relevant to Windows XP. With the standard XP installation, users are authenticated on
remote computers as guests. This means that a DCOM client will not be able to connect to a server until
guest access has been activated and the guest has sufficient permissions to access the server.

The following preferences should be set on the client computer and the server computer.

- Open the Windows start menu

- Select "Settings / Control Panel"

- Select "Administrative Tools"

- Select "Local Security Policy"

- Select "Local Policies / Security Options" in the tree view

- Double-click "Network access: Sharing and security model for local accounts”
- Select "Classic — local users authenticate as themselves"

- Double-click "Network access: Let Everyone permissions apply to anonymous users
- Select "Enabled"

=10l x|

Eﬁ Local security Settings

File
e> B XEBE

@ Security Settings

Action  Wiew  Help

Falicy ¢ I Security Sekking |:|

: Let Everyone permissions apply to anonym. ..

{3 Account Policies Micru:usuFt niebwork dient: Send unencrypted password o thi..,  Disabled
EHE Local Palicies Micru:usuft nebwark server: Amount of idle time required befo... 15 minukes
@ Audit ch'"':"" ) Micru:usuft nebwork server; Digitally sign communications (alw, .. Disabled
m User Blghts .f'.ssu;nment MicrosuFt nebwork server: Digitally sign communications (f cl. .. Disabled
__'{Eb"ie;::t:o?gz:ns Micru:usuft nebwork server: Disconnect cients when logon ho,..  Enabled
[:l software Restriction Policies Netwurk access: Allow anonyrous SIDYMame translation Disabled
g IP Security Policies on Lacal Corr Netwurk access: Do not allow anonymous enurmeration of 5., Enabled
Netwurk access: Do not allow anonymous enumeration of 5., Disabled
|Metwork access: Do not allow storage of credentials or \ME... Disabled

Enabled

Netwurk access: Mamed Pipes that can be accessed anary, ., COMMAR, COMMOD..,
Netwurk access: Remotely accessible reqgistry paths SystemiCurrentCon, ..
Netwurk access: Shares that can be accessed anonymously COMCFG,DFS$
Netwurk access: Sharing and security model for local accounts  Classic - local users ... -
a I | e

Image 10: Establishing "Local Security Settings"
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5. Configuring the Windows Firewall

This section refers to the firewall in Windows XP SP2. However, these settings generally apply to all other
firewalls as well. The configuration should be carried out on the client computer and the server computer.

5.1. Start "Windows Firewall" configurator

- Open the Windows start menu
- Select "Settings / Control Panel"
- Select "Windows Firewall"

YWindows Firewall helps protect pour computer by presventing unauthonized uzers
from gaining access to your computer through the [ntemet or a network,

@ & On [recommended}

Thiz zetting blocks all outzide sources fram connecting to this
computer, with the exception of those selected on the Exceptions tab.

[T Don't allow exceptions

Select thiz when you connect to public nebworks in less secure
lozationz, such as airports. v'ou will not be natified when \Windows
Firewall blocks programs. Selections on the Excephions tab will be
igniored.

@ ™ Dff [not recommended]

Ayoid uzing this setting. Turning off Windaws Firewall may rmake thiz
computer mare yulherable to vinuzes and intruders.

YWindows Firewall iz using your non-domain settings.

What elze should | know about Windows Firewall?

k. I Cancel

Image 11: The Windows Firewall
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5.2. Specify "Exceptions"

- Select the "Exceptions" tab
- Click "Add Program"
- Add the following programs:
o AllOPC clients / OPC servers
o Microsoft Management Console
o "OPCEnum.exe" (Windows/System32)

Note:

Not all applications are shown in the "Add a Program" dialogue. Other applica-
tions can be found using the "Browse" button.

Note:

Only *.exe files are included in the exceptions list. For an in-process server,
please select the application which the server calls.

Add a Program x|

To allowe communications with a program by adding it to the Exceptions list,
gelect the program, or click Browse to gearch for one that iz not listed.

Programs:

8 Microzoft Wisual Studia NET
i Minesweeper
¥ MSH Explarer
L“E] Outlook Express
@ Finbal
E Run WHE Server
E Run VHC Viewer
= Softing Licerse Manager
!‘] Softing OPC Toolbox Demo Client
!‘] Softing OPC Toolbox Demo Server
!‘] Softing OPC Toolbox Dema 'Watch

\_ILI_ 3

Path: II::"-.P'ngram Files\DELTALOGICAWACCOMEral 5 Browse. .

LChange scope. .. | | k. I Cancel |

Image 12: Specifying exceptions
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5.3. Open port

Select the "Exceptions" tab
Click "Add Port"
Set the following preferences:
o Name: "DCOM"
o Port number: "135"
o Select "TCP" radio button

Click "OK"

Add a Port x|

|ze thege zettings to open a port through YWindows Firewall. To find the paort
number and protocaol, consult the docurmentation for the program or service you
want bo uze.

Bort rumber; |135

& TCF " UDFP

"what are the nzks of opening a part’?

LChange scope. .. | k. I Cancel

Image 13: Opening a port for DCOM

Note:

Opening port 135 creates a critical security hole. This allows applications to
carry out remote procedure calls over the network and thus influence Windows
components. This creates a gateway for many computer viruses. Please ensure
that port 135 remains closed between your company network and the Internet.

6. DCOM under Windows CE

Under Windows CE, the security settings for computer-to-computer OPC communication are even
more restrictive. There is also no program available for DCOM configuration. It is therefore impossi-
ble to provide a generic description here. If you have any questions, please contact our support team
(support.automation@softing.com).
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7. OPC Tunnel connector tool

The OPC Tunnel is a "DCOM bypass" which enables communication between OPC components on net-
worked computers. The OPC Tunnel must be installed on both the OPC client computer and the OPC
server computer.

Communication between the client- and server-side OPC Tunnels takes place via a TCP/IP connection
which can be encrypted. In this way, data exchanged between the client and server applications is "tun-
neled" through TCP/IP. DCOM is completely circumvented.

Configuration is carried out using a self-explanatory assistant. Essentially, configuration involves defining
the IP address of the server computer and a port for TCP/IP communication.

The OPC Tunnel is available for Windows NT4, 2000, XP, 2003 and Windows CE, and it supports Data
Access 1.0a, 2.05 and 3.0, as well as Alarms&Events 1.10.

Client P Softing R Server
Computer y DPC Tunnel 4 Computer
OPC
- Server

TCPIP M

Image 14: Computer-to-computer communication with the OPC Tunnel
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